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	MSc(IT)  Session 2018-20 		Sem-4
(List of Courses to be Offered)
	



	Semester-4

	1
	Network Security
	3(2-1)
	Major

	2
	IT Project Management
	3(3-0)
	Major

	3
	Visual Programming
	3(2-1)
	Major

	4
	Thesis
	6(0-6)
	Major

	Total Credit Hours
	15




	Information Technology Project Management 

	Course Contents:

	Introduction to Project Management. The Project Management and Information Technology Context. The Project Management Process Groups. Project Integration Management. Project Scope Management. Project Time Management. Project Cost Management. Project Quality Management. Project Human Resource Management. Project Communications Management. Project Risk Management. Project Procurement Management. Project Management Tools. 

	Reference Material:

	1. Information Technology Project Management by Kathy Schwalbe, Course Technology; 6th Edition (July 22, 2010). ISBN-10: 1111221758 
2. A Guide to the Project Management Body of Knowledge, 3rd Edition (PMBOK Guides), ISBN-13: 978-1930699458 
3. IT Project Management: On Track from Start to Finish by Joseph Phillips, McGraw-Hill Osborne Media; 3rd Edition (February 25, 2010). ISBN-10: 0071700439 
4. Information Technology Project Management by Jack T. Marche, Wiley; 3rd Edition (January 6, 2009). ISBN-10: 0470371935 

	






	Network Security

	Course Contents:

	Introduction; Cryptology and simple cryptosystems; Conventional encryption techniques; Stream and block ciphers; DES; More on Block Ciphers; The Advanced Encryption Standard. Confidentiality & Message authentication: Hash functions; Number theory and algorithm complexity; Public key Encryption. RSA and Discrete Logarithms; Elliptic curves; Digital signatures. Key management schemes; Identification schemes; Dial-up security. E-mail security, PGP, S-MIME; Kerberos and directory authentication. Emerging Internet security standards; SET; SSL and IPsec; VPNs; Firewalls; Viruses; Miscellaneous topics.

	Reference Material:

	1. Security in Computing by Charles P. Pfleeger and Shari Lawrence Pfleeger, Prentice Hall; 4th Edition (2006). ISBN-10: 0132390779
2. Network Security Fundamentals by Gert DeLaet and Gert Schauwers, Cisco Press; 1st Edition (September 18, 2004). ISBN-10: 1587051672
3. Network Security Bible by Eric Cole, Wiley; 2nd Edition (September 8, 2009). ISBN-10: 0470502495
4. Network Security Essentials: Applications and Standards by William Stallings, Prentice Hall; 4th Edition (March 22, 2010). ISBN-10: 0136108059

	




	Visual Programming

	Course Contents:

	Visual Programming Basics; Introduction to Events; Fundamentals of Event-driven Programming, message handling, user interfaces, graphics device interface, painting and drawing, windows management, input devices, resources, string and menu resource, dialogs and windows controls, common controls, dynamic link libraries, threads and synchronization, network programming, Building Class Libraries at the Command Line, Class Libraries, Using References, Assemblies, Private Assembly Deployment, Shared Assembly Deployment, Configuration Overview, Configuration Files, Programmatic Access to Configuration, Using SDK Tools for Signing and Deployment, Metadata, Reflection, Late Binding, Directories, Files, Serialization, Attributes, Memory Management and Garbage Collection, Threading and Synchronization, Asynchronous Delegates, Application Domains, Marshal by Value, Marshal by Reference, Authentication and Authorization, Configuring Security, Code Access Security, Code Groups, Evidence, Permissions, Role-Based Security, Principals and Identities, Using Data Readers, Using Data Sets, Interacting with XML Data, Tracing Event Logs, Using the Boolean Switch and Trace Switch Classes, Print Debugging Information with the Debug Class, Instrumenting Release Builds with the Trace Class, Using Listeners, and Implementing Custom Listeners. 

	Reference Material:

	
1. Visual C#: How to Program, Deitel and Deitel, 6/e Edition, Prentice Hall / Pearson Education, 2017. 
2. Programming in C# .NET, J.C. Bradley, A.C. Millspaugh, McGraw-Hill, 2014 
3. Microsoft Visual C# 2013 Step by Step (Step by Step Developer), Sharp, J., 1st Edition (2013), Microsoft Press. 
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